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Abstract—At present, IPv4 is the core of the Internet.
When it was designed, security protection was hardly
considered. Therefore, the Internet has many security
loopholes, which cause information leakage or even
IPv4, 1Pv6 has been
improved in terms of security, but IPv6 packets are not
encrypted and verified by default, and the problem of
network layer being attacked is still unresolved. So, the
Internet based ipv6 is still faces the risk of data being
monitored and tampered, which cannot effectively
prevent malicious attacks. China Decimal Network
Standard working group developed the future network

breakdown. Compared with

system, which adopts the zero-trust security mechanism
of verification before communication. Big Data Platform
in Tai’an of Health is responsible for the unified
management of all medical and health institutions in the
platform, and for the management, communication and
maintenance of all data. Therefore, the establishment of
the network security system of this platform should pay
more attention to effective, scientific and comprehensive
requirements. In this paper, the Future Network (IPV9)
with independent intellectual property rights in China
and its encryption technology are introduced, and the
network security system of Big Data Platform in Tai ' an
of Health is designed, and the corresponding simulation
test is carried out, which achieves the expected effect.
The design of network security system of Big Data
Platform in Tai'an of Health based on IPV9 can play a
certain role and reference value in solving network
security problems in Big Data Platform of Health.
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I. INTRODUCTION

With the development of science and
technology, the medical and health platform is
gradually becoming electronic, which provides
strong support for the development of the medical
system by managing, communicating and
maintaining the file information of all medical and
health institutions in the region. In the daily use
and maintenance of Health Big Data Platform, the
security of information transmission has attracted
more and more attention.

The network security of the Big Data Platform
of Health means that the hardware, software and
transmitted information in the platform can be
effectively protected. The specific contents
include: the platform runs reliably, continuously
and stably, the network service is not interrupted,
and the information in the platform is not
damaged, changed or leaked due to accidental or
malicious behavior. In this paper, taking Big Data
Platform in Tai'an of Health as a sample, the
network security architecture of Big Data Platform
of Health is designed by using IPV9 technology.

Big Data Platform in Tai ' an of Health is based
on IPV9 technology with national independent
intellectual property rights, and a five-level
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dedicated network for medical and health safety
covering cities, districts, counties, towns, villages
and families is built. Based on the medical and
health information system, with the Big Data
Platform in Tai'an of Health as the core, the
unified management of all medical and health
institutions in the platform and the unified
scheduling among all business modules in the
platform are realized.

Il. THE SECURITY OF INFORMATION IN CHINA

With  the continuous development of
cyberspace and technology, network attack means
emerge one after another, so it is urgent to
improve the level of network security.

The rapid development of China's Internet and
the continuous improvement of network
application level have made great contributions to
promoting economic development and social
progress. At the same time, many new situations
have emerged, and many new problems and
challenges have been encountered in the process
of network and business development, such as
network security problems encountered in the
application of cloud computing, big data and other
new technologies. In addition, many core
information technologies were invented and
created by other countries, and there are certain
security risks. Therefore, we should invent and
popularize our own controllable information
technologies. Specific analysis has the following
three points:

1) The IPv4 addresses are mainly used in
domestic networks.

2) The technology and means to identify the
source of network attacks are insufficient.

3) The dependence on foreign information
technology and products is too high.
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I1l. THE ANALYSIS OF DEMAND

The transmission line of Big Data Platform in
Tai ' an of Health is mainly wired transmission
security, with the following security risks.

1) An attacker can install a stealing device on
the transmission cable of the wired network to
steal the data transmitted through the wired
network, and analyze it by technical means, so as
to obtain important information such as the
account password input by the user, and even
change or delete the transmitted data, which will
affect the reliability and authenticity of the data.

2) After intercepting the wired data, the
attacker can attack the IP address according to the
IP address in the transmission information. This
makes the server address or user address in the
Big Data Platform in Tai ' an of Health directly
exposed to the attacker.

The risk of this communication link seriously
threatens the security of Big Data Platform in
Tai'an of Health. Therefore, IPV9 and IPV9
encryption technologies are used to encrypt the
transmission information and address at the same
time in the process of communication link
transmission to ensure the security of information
transmission.

IV. THE KEY TECHNOLOGIES OF IPV9

The IPV9 protocol starts with basic algorithm
and uses decimal algorithm to assign addresses.
The address of IPv6 is 128 bits, while IPV9 is
expanded to 256 bits on this basis. The IPV9 can
be compatible with IPv4 and IPv6, and it can be
deployed without changing the existing IPv4 or
IPv6 network environment.

The protocol family of IPVV9 mainly consists of
the following parts: the header protocol of IPV9;
Address model of IPV9 address, address text
representation of IPV9, unicast address of IPV9,
any on-demand address of IPVV9, multicast address
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of IPV9 and address required by IPV9 node; IPV9
digital message format protocol mainly includes
message header extension, authentication and
encryption; control message protocol of IPV9;
Adjacent node detection protocol of IPV9;
security architecture IPSEC protocol of IPVY9;
IPV9 mobile communication protocol; DNS
extension protocol for digital domain name of
IPV9; plug and play protocol of IPV9; Transition
agreement of IPV9. IPv6 and IPV9 are both based
on TCP/IP framework, but they are different.
IPV9 integrates many telecommunication
technologies, such as the concept of phone
number, geographical location and so on.

V. THE SCHEME OF TECHNICAL

A. The encryption features of Future Network

The IPV9 can be compatible with the current
IPv4 and IPv6 protocols at the same time, and at
the same time, it is more in line with the
requirements of future long-term network
development, and it is a safe and reliable bridge to
the future network.

Using IPV9 technology to set up IPV9 logical
isolation private network has obvious advantages
compared with the previous pure IPv4 private
network. The communication address in the IPV9
private network uses the brand-new IPV9 address,

which is compatible with IPv4 and IPv6 addresses.

When using IPv4 address for data transmission,
only the application layer data can be encrypted,
but the address cannot be encrypted. Attackers can
attack according to the address in the data. IPV9
protocol can not only encrypt the application layer
of transmitted data, but also encrypt the IP address
of the network layer. At the same time, the result
of address encryption is different every time,
which plays a better security effect.
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B. The scheme of deployment

The user access terminal of the dedicated line
of medical institutions uses the special equipment
IPV9 router to ensure logical isolation from other
network connection systems of users' office
computers.

Use 1000M-1PV9 router at the user side of the
hospital access terminal. 1000M-IPV9 router is
connected to the hospital client as a dedicated
terminal device. Because the device uses IPV9
address to access the network, it can act as a
firewall to ensure isolation from other
network-connected office systems on the hospital
computer. In addition, at the data transmission
level, the data is in the form of IPV9 messages,
and the IPV9 private network is set up. By
allocating IPV9 addresses, the network layer
encryption is realized, which is more secure and
reliable than IPv4 networks.

With the establishment of IPV9 private
network, the networking mode and network
topology of Health Tai ‘an Big Data Platform are
basically unchanged, except that [Pv4/IPV9
routers and protocol conversion routers are added
in the networking mode and network topology,
and other functions such as users' online habits
remain unchanged. IPV9 private network
deployment is shown in Fig 1.

The core area consists of two data center-level
switches, both of which use VRRP technology to
back up each other. When one of the switches fails,
the business on this switch will automatically
switch to the other switch, which will not affect
the normal business use and enhance the
availability of the platform.

The access area is the access area for all health
and medcal institutions. Now, six 10 Gigabit
firewalls are used for isolation and convergence,
one for each county.
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Figure 1. Deployment of IPV9 Private Network of Big Data Platform in
Tai'an of Health

The network architecture of each county is the
same, with IPVV9 convergence router as the core,
10 Gigabit uplink data center firewall and PTN
ring network as the link to ensure bandwidth and
security. IPV9 convergence router encrypts and
decrypts the address of the data transmitted by the
access users, which makes the information
transmission more secure, and accesses the PTN
dedicated ring network of the county through the
switch.

The IPV9 access routers with gigabit devices
are deployed at the client side of all medical
institutions. According to different network
environments and security requirements of various
institutions, strategies such as address translation,
logical isolation and firewall protection are
adopted.

The user still uses the address of IPv4. When
the IPv4 message passes through the access router
of IPV9, the header of IPV9 is automatically
encapsulated. When the message passes through
the IPV9 convergence router in the core area, the
header of IPV9 is unsealed and restored to the
IPv4 message. In this way, all IPv4 applications
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can run on IPV9, as shown in Fig 2. It can be seen
that the network of IPV9 can be built without
affecting and changing the use of IPv4 by existing
terminals. Based on this, Big Data Platform in
Tai'an of Health has gradually built the backbone
network of IPV9.

Ipv4 message with IPV3 header

Message of original ipv4 encapsulated in channel

|
|
|
data |
|

teadeq Header]
o ipud |0f TCP

Header|Header HEader
of 1PVO [of ipﬂ“ of TCP | data
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VB S S >

institutions IPVY is connected Ring network IPYY focuses
of medical to the router of county PTN @ routers

Intranet of ipvd
service area

Figure 2. Encapsulation and decapsulation of IPV9 message

C. The scheme of encryption

In order to prevent the data of medical and
health institutions in the access area from being
tampered with or destroyed during the
transmission to the core area, the Big Data
Platform in Tai ' an of Health uses IPV9
encryption technology on the basis of IPV9
backbone network to encrypt the transmission.
Different from the current single application
encryption method, IPV9 innovatively designed
address encryption, which extended the security
protection to the network layer and greatly
improved the security of information transmission.

In the Big Data Platform in Tai ' an of Health,
the IPV9 convergence router and IPV9 access
router deployed in the access area enable the
conversion protocol between IPv4 and IPV9 at the
same time, and enable the encryption technology
of IPV9. The configuration is as follows (the ethO
network interface of two routers is the
communication port of two routers):

set interface state ethO up // Set the network
interface of ethO
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reverse enable ethO 4to9 // Set ethO as the
network interface supporting the conversion
protocol between IPv4 and IPVO9.

reverse keyset key// Set the key

The encryption principle of IPV9 in Big Data
Platform in Tai ' an of Health is as follows: IPVV9
convergence router A broadcasts the public key on
the designated interface according to the
configuration. When any device connected with
the interface (such as access router B) sends data
to the router, it can choose to use the public key to
encrypt the data or address, and then send the
encrypted IPV9 data to convergence router A and
then decrypt it, thus ensuring the confidentiality of
data transmission. Similarly, the same is true for
IPV9 encrypted transmission from convergence
router A to access router B. As shown in Fig 3.
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to router a.

Figure 3. Key transmission and encrypted transmission of IPVV9

IPVV9 communication protocol has a reasonable
message structure design and clear message item
functions. IPV9 protocol is superior to IPv4 in
address space, service quality and security. The
address expression and header structure of the
data message of IPV9 protocol are different from
those of IPv4 or IPv6 protocol, so the data
message header of IPV9 protocol will not be
recognized by IPv4 or IPv6 system and will not be
directly spread in these systems. At present, all
hacker attacks and all online eavesdropping
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software are developed based on IPv4, and IPV9
routers and network cards will not release these
eavesdropping and hacker attack data packets,
thus building a Great Wall against hacker attacks
and wanton stealing of online information. IPV9
enables China to realize the security and
controllability of the underlying Internet protocol.
And the integration of advanced design concepts
such as address and data double encryption
mechanism has greatly improved the security of
network information.

V1. THE EXPERIMENT OF ENCRYPTION
SIMULATION OF IPV9

In the design scheme of this paper, the
transmission from the user-side IPV9 access
router to the IPV9 convergence router adopts
IPV9 encryption processing to ensure the
transmission security at both ends of the
transmission, including address encryption and
data encryption of IPV9 transmission. In this
experiment, the address encryption in IPV9
transmission is simulated and tested. The topology
diagram is shown in Fig 4.

grab the bag's computer

L

Router accefsed by IPVS

-

.=

PC2 of IPV9-enabled PC1 of IPV9-enabled

Figure 4. Packet capture test of IPVV9 address encryption transmission

The process of the experiment:

1) Build a simulation test environment
according to the above topology, connect two
computers PC1 and PC2 that support IPV9
protocol under the IPV9 access router, and
connect one computer to the IPV9 access router
for wireshark packet capture analysis.
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2) In order to compare the address encryption
effect of IPV9, the address encryption function is
enabled in the transmission direction from
computer PC1 to computer PC2, but not enabled
in the transmission direction from computer PC2
to computer PC1. In the test environment, the
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IPV9 address of PC1 is 32768[86[21[4]146, and
that of PC2 is 32768[86[21[4]145.

3) Ping the IPV9 address of PC2 on PC1. Then,
by grabbing the packets, we found the packets of
ICMPV9 protocol. As shown in Fig 5.

Sowree Destination

ac:1f:6b:00:8f:18
AsustekC 73:45:ee

Time
8.472183
8.472308

AsustekC _73:45:ee
ac:1f:6b:00:8f:10

Infs
150 ICMPvS Request
150 ICMPv9 Response

Frotecol Length
ICMPVS
ICMPVS

Figure 5. Wireshark grab package 1 of ICMPV 9

4) Analyze these two ICMPV9 bags in detail.
Look at the response packet of ICMPV9 first, that
is, the packet with IPV9 address encryption

function not enabled in the transmission direction.
As shown in Fig 6.

v Internet Protolcol Version 9
» Flags: 0x90
flow flag: 0x08324c
len: 64
next hdr: 0x9e
hop limit: 0x40

» Frame 5: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits)
» Ethernet II, Src: AsustekC_73:45:ee (2c:56:dc:73:45:ee), Dst: SuperMic_00:8f:10 (ac:1f:6b:00:8f:10)

IPV9 Src addr: 000
saddrl: 32768
saddr2: 86
saddr3: 21
saddr4: @
saddr5: @
saddr6: @
saddr7: @
saddr8: 0.0.0.145

IPV9 Dst addr: 0000800000000056 15

56 15

daddrl: 32768
daddr2: 86
daddr3: 21
daddr4: @

daddr5: @

daddr6: @

daddr7: @

daddr8: 0.0.0.146

Message Content: 810071914c2e00024e29d15cb1dc@20008090a0b0cOd0e0f...

Figure 6. ICMPV9 response packet (address encryption direction is not used)

As can be seen from Figure 6, in the response
packet of ICMPV9, the address of source IPV9 is
32768[86[21[4]145, that is, the address of
computer PC2 IPV9; The destination IPV9
address is 32768[86[21[4]146, that is, the IPV9
address of computer PC1. That is to say, when the
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encryption function of IPV9 address is not
enabled, the IPV9 addresses of both parties can be
seen.

The ICMPV9 request packets are packets with
IPV9 address encryption enabled in the transport
direction. As shown in Fig 7.
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» Frame 4: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits)
» Ethernet II, Src: SuperMic_00:8f:10 (ac:1f:6b:00:8f:10), Dst: AsustekC_73:45:ee (2c:56:dc:73:45:ee)
v Internet Protolcol Version 9
» Flags: 0x90
flow flag: @x@58a8c
len: 64
next hdr: @x9e
hop limit: ©x4@
v IPV9 Src addr: 00008000c1000056000000150000000031182a113cafd23d...
saddrl: 32768
saddr2: 3238002774
saddr3: 21
saddrd: @
saddr5: 823667217
saddr6: 1018155581
saddr7: 395588771
saddr8: 94.247.116.174
v IPV9 Dst addr: 00008000c10000560000001500000000474936d7ala70c51...
daddrl: 32768
daddr2: 3238002774
daddr3: 21
daddré: @
daddr5: 1195980503
daddr6: 2712079441
daddr7: 2288582866
daddr8: 236.216.220.25
Message Content: 800072914c2e00024e29d15cb1dc020008090a0b@cOdOed ..

Figure 7. ICMPV9 request packet (using address encryption direction)

In Fig 7, although there are source and 5) Analyze the remaining ICMPV9 response
destination IPV9 addresses for both sides of the  packets in the packets captured by wireshark. As
transport, they are no longer the IPVV9 addresses of ~ shown in Fig 8.

PC1 and PC2. Note Address encryption is enabled
for the transmission direction from PC PC1 to PC
PC2.

» Frame 68: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits)
» Ethernet II, Src: SuperMic_00:8f:10 (ac:1f:6b:00:8f:10), Dst: AsustekC_73:45:ee (2c:56:dc:73:45:ee)
v Internet Protolcol Version 9
» Flags: @x90
flow flag: @x0@58a8c
len: 64
next hdr: @x9e
hop limit: @x40
v IPV9 Src addr: 00008000c100005600000015000000002e69c@1fcf@75813...
saddrl: 32768
saddr2: 3238002774
saddr3: 21
saddr4: @
saddr5: 778682399
saddr6: 3473365011
saddr7: 3245935983
saddr8: 154.252.23.115
v IPV9 Dst addr: 1000056 015 8d26ae@@8eeaebc4..
daddrl: 32768
daddr2: 3238002774
daddr3: 21
daddr4: o
daddr5: 2368122368
daddr6: 2397760452
daddr7: 2956195455
daddr8: 233.146.64.159
Message Content: 8000878e4c2e06025429d15c90df020008090a0b0codoedf..

Figure 8. ICMPv9 Request Packet 2 (using address encryption direction)

35
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In Fig 8, it can be seen that the IPVV9 addresses
of both parties are still encrypted, but the
encrypted data is different from that in Fig 5.

Volume 07, No.01, 2022

6) By comparing the ICMP packet of IPv4, we
can see that the address in the packet of IPv4 is
not encrypted by default. As shown in Fig 9.

Time Source
|4.825674 192.168.1.146
14.825885 192.168.1.145

Destination
192.168.1.145
192.168.1.146

Protocol Length
ICMP
ICMP

Info
74 Echo (ping) request
74 Echo (ping) reply

Figure 9. Request and corresponding packet of icmpv4

In Fig 9, we can see the IPv4 addresses of both
parties. When the attacker intercepts this data
packet, it can forge the source IP address or the
destination IP address for address spoofing attack.

This experiment shows that the IPV9 address
encryption function can encrypt the IPV9
addresses of both parties. And it is one encryption
at a time, that is, the result of each encryption is
different. With IPV9 address encryption, even if
an attacker intercepts or listens to transmitted
packets, it cannot identify the real IPV9 addresses
of the sending parties or the source or destination
of the packets, ensuring network security for both
parties.

VII.

In the design of the network security system of
Big Data Platform in Tai ' an of Health, the IPVV9
technology independently developed by China
was used to build the network, and the IPV9
encryption technology was used to ensure the
security of information transmission. This is the
first application of IPV9 technology and IPV9
encryption technology in the field of health care,
which demonstrates the independent innovation
capability of national network information
technology.

SUMMARY AND OUTLOOK

This paper studies the potential threats and
harms of the network transmission process of Big
Data Platform in Tai ' an of Health, including
transmission information theft, source address

36

attack, etc. By using IPV9 and its encryption
technology, the network security architecture of
the platform is designed and implemented in a
targeted way, and a lot of basic work is carried out
and corresponding simulation experiments are
conducted. Practice proves that the network
security architecture of the platform can really
improve the security coefficient of the network
transmission of Healthy Tai 'an Big Data
Platform.
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Time Souree Destination Frotocel Length Info
0.472183 ac:1f:6b:00:8f:10  AsustekC_73:45:ee  ICMPvI 150 ICMPvS Request
0.472308 AsustekC 73:45:ee  ac:1f:6b:00:8f:10  ICMPv9 150 ICMPvS Response

5 ICMPV9 fJ Wireshark L

v Internet Protolcol Version 9
» Flags: 0x90
flow flag: 0x@8324c
len: 64
next hdr: @x9e
hop limit: @x4@

» Frame 5: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits)
» Ethernet II, Src: AsustekC_73:45:ee (2c:56:dc:73:45:ee), Dst: SuperMic_00:8f:10 (ac:1f:6b:00:8f:10)

v IPV9 Src addr: 00008 15
saddrl: 32768
saddr2: 86
saddr3: 21
saddrd4: @
saddr5: @
saddré: @
saddr7: @
saddr8: 0.0.0.145
v IPV9 Dst addr: 6 15

daddrl: 32768
daddr2: 86
daddr3: 21
daddrd4: @
daddr5: @
daddré: @
daddr7: @
daddr8: 0.0.0.146
Message Content:

810071914c2e00024€29d15cb1dc020008090a0b0cOd0edf...

P 6 ICMPVO i AL (oA stttk o 2 5 )

v Internet Protolcol Version 9
» Flags: @x90
flow flag: @x@58a8c
len: 64
next hdr: @x9%e
hop limit: @x4@

saddrl: 32768

saddr2: 3238002774
saddr3: 21

saddr4: @

saddr5: 823667217
saddr6: 1018155581
saddr7: 395588771
saddr8: 94.247.116.174

» Frame 4: 150 bytes on wire (12@0@ bits), 150 bytes captured (120@ bits)
» Ethernet II, Src: SuperMic_00:8f:10 (ac:1f:6b:00:8f:10), Dst: AsustekC_73:45:ee (2c:56:dc:73:45:ee)

v IPV9 Src addr: @0008000c1000056000000150000000031182a113cafd23d..

v IPV9 Dst addr: 100005 15
daddrl: 32768
daddr2: 3238002774
daddr3: 21
daddr4: @
daddr5: 1195988583
daddré: 2712079441
daddr7: 2288582866
daddr8: 236.216.220.25

Message Content: 800072914c2e08024e29d15cb1dc020008090a8bocodoedf..

474936d7ala7@c51..

7 ICMPVO iR A (fdi B AE 28 5 1))

e E B, BARAA AR B WUTT I R R M 2%
(IPV9) J5ibhEFl H fHidl, HEL AR PCL
FIHbHEAT PC2 bl TR EAN PC1 2 Hi v
PC2 Ity 0] 3 bk in & shie 2434

(5) F4:#riE T wireshark FHI L H A
ICMPVO M N, &l 8 Flizs.
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v Internet Protolcol Version 9
» Flags: @x90@
flow flag: @x@58a8c
len: 64
next hdr: @x9%e
hop limit: @x4@

» Frame 68: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits)
» Ethernet II, Src: SuperMic_00:8f:10 (ac:1f:6b:00:8f:10), Dst: AsustekC_73:45:ee (2c:56:dc:73:45:ee)

v IPV9 Src addr:
saddrl: 32768
saddr2: 3238002774
saddr3: 21
saddrd: 0
saddr5: 778682399
saddr6: 3473365011
saddr7: 3245935983
saddr8: 154.252.23.115
v IPV9 Dst
daddrl: 32768
daddr2: 3238002774
daddr3: 21
daddr4: @
daddr5: 2368122368
daddr6: 2397760452
daddr7: 2956195455
daddr8: 233.146.64.159

addr: 00008000c100005600000015000000008d26aed08eeaebc4..

Message Content: 8000878e4c2e06025429d15c90df020008090a0b0c0d0edf..

2e69c01fcf@75813..

& 8 ICMPV9 i3kt 2 (fii B HE NS 5 1))

Time Source
{4.825674 192.168.1.146
{4.825885 192.168.1.145

Destination

192.168.1.145
192.168.1.146

Frotocol Length Info
ICMP 74 Echo (ping) request
ICcMp 74 Echo (ping) reply

9 ICMPV4 )ik 5 HH R

£, Bl PLE REE X H IPv4 Mk,
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hk H 1 1P bk AT M bk R B

WAL, R RUE AR 2% st i
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